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Sybil attack detection algorithm for power communication
network based on edge clustering
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Abstract; In order to solve the problem that the power communication network had been frequently attacked
by Sybil,

optimizing the calculation methods of edge clustering and edge betweenness, an improved method in terms of

a Sybil attackgroup detection algorithm based on K-means edge clustering was proposed. By

traditional K-means clustering algorithm was suggested, and the clustering coefficient in the communication
network was calculated. According to the real number of legitimate users, a more accurate set of attack edges
and real edges was established so as to initially detect all suspicious attack edges. In addition, the label
propagation algorithm was used to detect the evil group committing Sybil attack. The simulation results show
that the as-proposed Sybil attack detection algorithm has better detection performance under all attack paths

compared with the classic SybilLimit algorithm.
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